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Subjects:

The Dy. Inspector Geperal of Police (CID),
Mizoram, Aizawl.

l. Drug trafiicking ussociated with COVID-19.
2. Cerberus is taleirtg odvantuge of COVID-19 pandemic.

Please find er-rclosecl hclewitlr copics o1'rnail both clatcd 21" May,', 2020
rvith its enclosures receivecl lj'om DD/lClPU, lnterltol, Nerv [)e lhi on thc sr-rb.iccts citecl
above 1or tavour of inlorrr-ration anci firrthel'necessary action fl'onr t,or,rr encl

Enclo: As above.
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Suulbct: Cerberus is taking advantage of COVID-19 Pandemic

From: Vijayendra Bidari DD Co <ddco@cbi.gov.in> on l-irt.r. 21 May 2A20 15,26:48

To: ,,police Headquarlers UT.tl( pHe UT JK Jammu and l<ashrnir" <plrqjk@jkpolice.gov,inr, "clgp" <dgp@tncctns go" ' '
"polmizo" <polmizorOrediffmail.com>, "Director General of Poiice, Goa" <dgpgoa@goapolice.gov.in>, "dgpm!.'

<dgpmp@mppo ice gov. n>. "control-cid" <control-cicl@ihpoiice.gov.in>, "Director General of Police, Sikkim Sikkim Pcirce"

.dip@sto -po ce . c rn>, "John Longkumer" <dgp.ngl@mha.gov.in>, "Rajiv Singh IC DGP Tripura"

.ri.Cl. i).alc ce n c.in>, dgp@tspoiice.gov.in, 'iDGP, Assarn" <dgp@assampolice.gov.in>, "addlcpcrimehq"

<2-^ ^.-r re.:Oornail comr, "DG Police, Cuttack" <dgp.odpol@nic.in>, "ciclphqraipur" <cidphqraipur@gmail com'
- - '=Y',

1 attachment(s) - Purple-Notice-No._Q68-4-2020-IPSG-CFC-Cerberus'pdf (a7B'34K8)

Sir,

dissemin*i"xt:?T,*i1"ix1'"1*,.,ru{*H"PiflI'N?*K*'iffi3iffirleuseand

A banking Trojan knol,u,n as Ceilrenrs is taking advantage of COVID-19

Pandernic to impersonate ancl sencl SN,IS using the lure of CO\rID-19 rclatecl content to

clou,nloacl the embeddecl ma[cious link, u,1-rich deplol,s its maLicious app. Usually spread

rria ithishinu campaiqns to tricli uscfs into installing it on tl-retr slrartphones, thc Ccrbct:rrs

cro1ona malicious .apl< trses its connection u-itlr ttre actuai vitus nalne to irelp get more

Llsers infected.

This Tro jan prirnarily fbctises o11 ste aling financial clata such ,ts cl:edit card

n.rnbets. In aclchtior"r, it .r,, Llse oveflav attaclis to trick victims into providing personetl

information and can capture two-factor zrtrthentication cletails. An "official" tr,vjtter

account is used to post pron-rotional content :rbout the mahvare'

,{s the Purple Notice dissenrinate important infclrmation in the present sccirarjo'

therefore, the ,"ni. is for-u,arclcd for yorlr information ancl flecessarY actiotl, as cleen-red

2rppropriate at vour encl.

Rcsards.
Yiial'endra Bi,lari, I IrS
DD/iPClJ
INTERPOI- NI1\[ DtLHi
DIG, CBI,
internationai Police Cooperation Unit

5-8, 6th Floor, A Wing, , CGO ComPlex,

New Delhi - 1'10003
Ph. No +91 112436 !6ir.]
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Control P-968/4-2020

Requesting country: lpSG

File No.: 2O2O/27743-L

Date of publication: 14 April 2020

IVIODUS OPERANNI PURPLE
NOTICE

Type(s) of offence:

Date of the offence:

cd;iri oi orienie,

tircumstances of
offence:

The use and dissemination or a rnaiiiffiffir*fi;
threat and its update rerated to the Coronavirus pandemic

Description of modus
operandi:

(r,rsoL oilu rL5 upuare retate0 to the coronavirus pandemic.
From June 2019 until now

Global

After a national service suffered a marfunctioning and was therefore beingrendered inaccessibre, the CFC has seen evidence that the threat actor(s) behindthe banking Trojan known as Cerberus have taken advantage of this rmpedimentto impersonate the entity and send sMS using the lure of covlD-1g relatedcontent to downroad the embedded maricious rink, which deproys its maricious
a pp.

rhis comes from a new wave of attacks of cerberus, which has b€en initiated bytaking advantage r the covrD-19 pandemic. Usuarr, spreacr via phishingcampaigns to trick users int, instalring it on their smartphones, the cerberuscorona maricious ,apk uses its connection with the actual virus name to herp getmore users infected.
This Trojan primarily focuses on stealing financial data such as credit carcJnumbers. rn addition, it can use overray attacks to trick victinrs into providingpersonal information ancl can capture two-factor autherrtication details.

First found in June 2019, cerberus is an Andrord marware rented out onunderground forums, offering a feature-set that enables successful exfiltrationof personally identifiabre information (pr) from infected devices,
Cerberus was coded from scratch and the author(s) craimed to be using theTrojan for private operations for at reast 2 years. Foilowing avairabirity to pubric,it can cost s2000 (1 month usage), 97000 (6 months) uia ,p io s12,000 (12months).
An "official" twitter account is used to post promotionar content about themalware.

when Cerberus is first started on the device, it wiil begin by hiding its icon fromthe application crrawer. Then it wiil ask tor tne accessibirity r"rii." privirege.After the Llser grants the requestecl privilege, Cerberus starts to abuse it bygranting itself additional permissiorrs, such as permissions needed to sendmessages and mar<e carls, without requiring any user interaction. it arso disabres

iNT€RPOL Fcr oificiai use Dntv

vrJv vrJqwtqJPiav Protect (Google's preinstalled antivirus soiution) to prevent rts discovery

/C\l-ft i\-\,



/s'/{fur rJ
and deletion in the f uture. After granting itself additional privileges and securing

itspersistenceonthedevice,Cerberusregisterstheinfected.deviceinthe
botnet and waits for commands from the c2 server while also being ready to

perform overlaY attacksl.

Cerberus rnarware rras capabirities such as the use of overlay attacks, sMS

control and contact list harvesting, as well as leverage keylogging to broaden the

attack scope. Specifically, cerbeius ernbeds the following set of features that

allowsitselftoremainundertheradarandsuccessfullyperformattacks:

Uponinstallation,themalwarewiIlseektotargetspecificapplications<lf
interest.

2020 UPdate & COVID-19 CamPaign

CerberusbankingTrojarrSeemstobeheavilyusedduringtheCorortavirtls
pandemrc,.ondLi.tirg'ptrishing attacks through the use of banking Trojans lo

stealthevictirn'screditcardinformation'SMS'contactsandcailrecords'

AnewvariantofCerberuswasdetectedinrnicj{anuary2o2o.Thisversionhas
undergone,"t..to,.ingofthecodebaseandupclatesoftheC2communication

r An overlay attack happens is wherr an attacker praces a window over a regitimate apprication on the device so users interact with

the attacker rather thari their own device'

O"*l.y"lC'. Dy*mic (Localinjects obtained from C2)

SMS harvesting: SMS listing

SMS harvesting: SMS forwarding

Device infb collection

Contact list collection

Application listing

Location collection

Overlaying: Targets list uPdate

Calls: USSD recluest making

Calls: Call forwarding

Rernote actions: AoP installing

Remote actions: APP starting

Rernote actions: APP removal

Remote actions: Showing arbitrary web pages

Remote actions: Screen-locking

Notifications: Push notifications

Self-protection: Hiding the App icon

Self-protection: PreventinB removal

Self-protection: Emulation-detection

Control No.: P-968/4-2020
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Keylogging

SMS: Sending



protocol, but most rrotab,y it got enhanced with the Remote Access Troian (RAT)

feature to perform fraud from the infectecl device, and enabling the stealing of

a devtces screen-lock credeniials (PlN code or swipe pattern) and 2FA tokens

f rom the Google Authenticator application' When the app is running' the Trojan

can get the content ofthe interface and can send itto the C2 server'

TheRATserviceisabletotraversethefilesystemofthedeviceanddownload
itscontents.ontopofthat,itcanalsolaunchTeamViewerandsetup
connections to it, providing threat actor's full remote access of the device'

once TeamViewer is wo-rking, it provides actors with many possibilities,

includingchanglngdevicesettings,installingorremovingapps'butmostnotably
using any app on the device (such as banking appsr messengers and social

network apps), it can also prouid" valuable insight into victim's behaviour and

habits; in case it would be used for espionage purposes'

The feature enabling theft of device's screen lock credentials (PlN and lock

pattern) is powered ty a simple overlay that will require the victim to unlock the

device.

Points of contact:

i-miil'

Telephone:

Fax:

INTERPOL CYber Fusion Centre

INTERPOL General Secretariat, Command and Coordination Centte

INTERPOL CYber Fusion Centre

CFC@ interPol.int (lnternet)

CFC@ss. iscs. i nt (l-24 17 \

INTERPOL General Secretariat, Cornmand and Coordination Centre

os-ccc@interPol.int (lnternet)

os ccc@ss.iscs.int (l-24/7)

INTERPOL General Secretariat, Command and Coordination Centre

+ 33 4 17447676

INTERPOL General Secretariat, Command and Coordination Centre

+ 33 4 72 4471 63

Recommended precautionary action :

ltisstronglyrecommendedthatyoucirculatethispurplenoticetoyourcountry,slawenforcementbodies
and CERT organizations to alert them about this modus operandi and to allow them to take whatever

preventive and precautionary measures they deem necessary. Arr recipients are strongry encouraged to share

data, and provide any investigative information relating to this modus operandi'

IPSG Reference: PN-20-0004

Control No.: P-968./4-2020

File No.: 2020121743-t


